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What is HIPAA?

To improve the efficiency and effectiveness of the health 
care system, the Health Insurance Portability and
Accountability Act (HIPAA) of 1996 included a series of
“administrative simplification”  
provisions that required the
Department of Health and
Human Services (HHS) to
adopt national standards for
electronic health care trans-
actions. By ensuring consis-
tency throughout the industry,
these national standards will make
it easier for health plans, doctors, hospitals and other health
care providers to process claims and other transactions elec-
tronically. The law also required security and privacy standards
in order to protect personal health information.

Who must comply to HIPAA?

As required by HIPAA, the final regulation covers health plans,
health care clearinghouses, and those health care providers
who conduct certain financial and administrative transactions
electronically. The provisions of the final rule generally apply
equally to private sector and public sector entities. 

When is the deadline for compliancy?

As required by the HIPAA law, most covered entities have two
full years — until April 14, 2003 — to comply with the privacy
rule's provisions. The law gives HHS the authority to make
appropriate changes to the rule prior to the compliance date.
Small health plans have until April 14, 2004 (small health 
plans are defined as having less than $5 million in
annual receipts).

What kind of information
is protected?

All medical records and other individually 
identifiable health information used or 
disclosed by a covered entity in any form,
whether electronically, on paper, or orally, are
covered by the final rule.

What measures must be taken to 
protect information?

The Privacy Rule generally requires covered entities to take
reasonable steps to limit the use or disclosure of, and requests
for protected health information (PHI) to the minimum 
necessary to accomplish the intended purpose. The minimum
necessary standard is intended to make covered entities 
evaluate their practices and enhance protections as needed to
prevent unnecessary or inappropriate access to PHI.  It is
intended to reflect and be consistent with, not override, 
professional judgment and standards. Therefore, it is expected
that covered entities will utilize the input of prudent profes-
sionals involved in health care activities when developing 
policies and procedures that appropriately will limit access to
personal health information without sacrificing the quality of
healthcare.

• TFS organizes hardware and improves accessibility
• Modularity allows for easy reconfiguration and growth
• TEC secures hardware and reduces contaminants

Technical Furniture Systems &
Technical Enclosure Cabinets

“The patient 
privacy rule will provide
strong protections for 

personal health information while
maintaining the high quality of
care that Americans expect.”

Secretary Tommy G. Thompson 
U.S. Department of Health 

and Human Services

“Many of the 
entities which must 

comply with HIPAA fail to
understand the privacy rule not

only applies to electronic medical
records but written medical

records as well.”

William D. Lenahan, JD
Buchanan Ingersoll

• Locking door options protects sensitive records from
unwanted access

• Designed for transport or temporary storage of files
• Laminate work surface provides convenient work surface

TCC FileCart
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bject to change without notice.

Who enforces HIPAA?

The Department of Health and Human Services 
will be responsible for determining if institutions are
HIPAA compliant as well as assessing penalties and fines
for violations.  In addition to HHS, institutions should be
concerned with the potential of private 
lawsuits citing HIPAA violations.

“A hospital can 
get a lot of bad publicity,
even for a common but 

inappropriate practice.  It’s 
important to fully understand 

the risks, and then apply the right
security and privacy protections.”

Kate Borten, CISSP
President

The Marblehead Group

• Locks all doors with only one key for added convenience
• Stationary and movable units available
• Stores 50% more files than lateral files in 27% less floor

space for 30% less cost!
• Modular components offer greater versatility

Stak-N-Lok™

• Ideal for existing open shelving
• Available for Datum ThinStak®, Vu-Stak® and 4Post™

Shelving

TambourDoor™

• Helps prevent theft
• Keeps laptop or computer out of sight, and out of mind
• Protects against unwanted access to network

LapTop & CPU Locker

• The WallWrite® DropBox allows for fast, easy and 
confidential filing

• Convenient work surface great for any high-traffic area
• Available in X-Ray and Letter size, with and without lock

WallWrite® DropBox

• Eliminates the need for aisle ways reducing space
requirements by 50% or more

• Non-grouted system allows for easy expansion or even
relocation as well as re-leveling if needed

MobileTrak5®

What are the penalties for 
non-compliance?

Civil penalties.  Health plans, providers and clearinghouses that
violate these standards will be subject to civil liability. Civil money
penalties are $$110000  ppeerr  vviioollaattiioonn, up to $$2255,,000000  ppeerr  ppeerrssoonn, per
year for each requirement or prohibition violated. 

Federal criminal penalties. Under HIPAA, Congress also established
criminal penalties for knowingly violating patient privacy. Criminal
penalties are up to $$5500,,000000  aanndd  oonnee  yyeeaarr  iinn  pprriissoonn for obtaining
or disclosing protected health information; up to $100,000 and up
to five years in prison for obtaining protected health information
under “false pretenses”; and up to $250,000 and up to 10 years in
prison for obtaining or disclosing protected health information
with the intent to sell, transfer or use it for commercial advantage,
personal gain or malicious harm.




